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Abstract. In an extremely fast development of technology era, we are now living 
in the age of Industry 4.0, the age of realizing Cyber Physical System (CPS). The 
virtual space being realized by digital space concept will completely merge with 
our physical dimension in a very near future. Every smart ecosystem could make 
us more convenient to live. However, this technology could be a severe weapon 
which is able to damage our life, our assets, organization security, and national 
sovereignty and could affect the extinction of human kind. We strongly realize this 
concern and are proposing one of the solutions to secure our life in the next smart 
world, the Holistic Framework of Using Machine Learning for an Effective 
Incoming Cyber Threats Detection. We present an effective holistic framework 
which is easy to understand, easy to follow, and easy to implement a system to 
protect our digital space in an initial state. This approach describes all steps with 
the significant modules (I-D-A-R: Idea-Dataset-Algorithm-Result Framework with 
B-L-P-A: Brain-Learning-Planning-Action concept) and explains all major 
concern issues for developers. As a result of the I-D-A-R framework, we provide 
an important key success factor of each state. Finally, a comparison of detection 
accuracy between using Multinomial Naïve Bayes, Support Vector Machine 
(SVM) and Deep Learning algorithm, and the application of the feature 
engineering techniques between Principle Component Analysis (PCA) and 
Standard Deviation successfully show that we can reduce the computation time by 
using the proper algorithm that matches with each dataset characteristics while all 
prediction results still promising. 
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1. Introduction 

The industrial revolution is an important factor of human living. The transformation of 
Industry 1.0 (mechanization, water power and steam power age) to Industry 2.0 (mass 
production, assembly line and electricity age) indicates that human have invented 
machines with mechanical and electrical knowledge for improving a production 
capability and labor activities. The occurrence of a computer, computer programming 
language and the Internet in Industry 3.0 (computer and automation age) has greatly 
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changed our life from an old fashion mechanical world to be an automated world. 
There are many interactive inventions were created in a concept of Human to Machine 
communication (H2M). This period is a starting point of a new human’s threat, a cyber 
threat or cyber-attack. Cyber (computers, smart phones, tablets and computing devices 
with internet connection) becomes a tool or weapon to attack human as a Hate Speech, 
a Cyber-bullying technique or steal personal information and money from our accounts 
as a Sphere-Phishing, a Social Engineering technique or attack our organizations, our 
critical infrastructures (CIs) and our homeland sovereignty by using Malware and more 
advanced exploitation techniques (Advance Persistent Threat, etc.). Eventually, we are 
now facing the Industry 4.0, Cyber Physical systems age [1], which is a fully 
automated world that could change our life forever. Every electrical device could be 
connected to the Internet, Internet of Things (IoT), and could be communicated to each 
other, Machine to Machine communication (M2M), with an effective data lake 
infrastructure as a Big Data which could be analyzed and refined into decisive 
information by using an intelligent algorithm as Artificial Intelligence (AI) and 
Machine Learning (ML). We will find an absolute smart world where we can live most 
conveniently. Nevertheless, this kind of perfect technology could be a very large attack 
surface or a very big treasure for bad guys who would like to gain a benefit from 
human and systems vulnerabilities. 

Information Technology becomes a significant infrastructure for every Critical 
Infrastructures (Critical Information Infrastructure: CII) and becomes a key factor for 
world development. We found a very rapid growth rate of a number of smart devices in 
terrestrial area, more than 50 billion devices in 2020 [2]. We found an interest of 
utilizing Space domain to invent a disruptive technology, such as 5G from Space [3]. 
And a modern warfare theory identifies 5 domains (Land, Air, Sea: Maritime, Space, 
and Cyber) as a battlefield which Cyber is a critical domain that overcomes all 
remaining as shown in Figure 1[4].  

 
Figure 1. Modern Warfare Battlefields-Cross Domain Synergy. 

 
Many researchers realized that Cyber Threat or Cyber Attack will become a severe 

threat for humanity. There are three mains state of securing a Cyber ecosystem, first: 



The initial state (Incoming Threat Detection, Filtering and Protection), second: The 
operation state (Finding, Discover Threats in ecosystem and eliminate them), third: The 
last state (Recovery and Retention the system). We are focusing on the first state (the 
initial state: Incoming Threat Detection, Filtering and Protection) which is the most 
important part to protect our Cyber-ecosystem from the incoming attack. There are two 
major concepts for this state, The Intrusion Detection System (IDS) and The Intrusion 
Prevention System (IPS). Both of IDS and IPS analyze network packets data by using 
known-threat signature database comparison; a modern system will use Machine 
Learning techniques to identify unknown threats by behavior analysis. The differences 
between them are IDS is just detection and monitoring tool and need human actions 
while IPS is a control system which can block all malicious traffic by rule set [5]. 
However, IDS and IPS system still generate more false positive and need more experts 
time for tuning. We realized that the most challenge part of IDS and IPS which could 
help us to solve these problems is an “How to improve Unknown Threats Detection by 
using Machine Learning algorithm?”.  

As of today, there are various effective Machine Learning and Feature Engineering 
techniques to predict and detect the Cyber Threat such as Multinomial Naïve Bayes, 
Support Vector Machine, Deep Learning, etc. Those techniques could generate a 
promising result, but they need more time to learn and understand all important 
information for an effective planning and implementing the efficient system. We have 
approached the holistic framework which gathers all important information, presents in 
a modular form of each main state (Idea-Dataset-Algorithm-Result: I-D-A-R) with a 
suggestion of key success factors for each state. We also approached an important 
management concept of experiment and system implementation planning as Brain-
Learning-Planning-Action (B-L-P-A) concept for an effective project planning. Lastly, 
we found that the most popular algorithm like Deep Learning maybe not a silver bullet 
for every solution, if we entirely design our system or experiment with a proper 
framework.  

2. Related Works 

Intrusion Detection or Network Attack Detection or Cyber Threats Detection are the 
most popular field for researchers who interested in the computer security, network 
security, information security, cybersecurity, IoT security, Critical Infrastructure 
security and Cyber Physical System security field. As we know, intrusion detection or 
attack detection is the most important part to secure our digital (cyber) ecosystem. We 
still need a perfect algorithm to detect known and unknown threat or attack effectively 
without a highly rate of false positive and more time for fine tuning the systems. Most 
of researchers try to learn main characteristics of important algorithm such as Machine 
Learning algorithms and try to modify the model with their own special techniques to 
improve the overall performances. 

Naïve Bayes Algorithm [6] is considered to be the well-known machine learning 
methodologies used for Intrusion Detection or Attack Detection tasks. Panda, Abraham, 
Das and Patra [7] propose to use ten machine learning approaches (Decision Tree (J48), 
Bayesian Belief Network, Hybrid Naïve Bayes with Decision Tree, Rotation Forest, 
Hybrid J48 with Lazy Locally weighted learning, Discriminative multinomial Naïve 
Bayes, combining random Forest with Naïve Bayes and finally ensemble of classifiers 
using J48 and NB with AdaBoost (AB)) to detect network intrusion efficiently. Assem, 



Rachidi and Graini [8] present a sequence classifier (SC2.2) for detecting host 
intrusions from long process system call sequences. Their proposed classifier results 
are benchmarked against leading classifiers, namely naive Bayes multinomial, C4.5 
decision tree, RIPPER, support vector machine, and logistic regression. A key feature 
of the proposed classifier is its ability to handle efficiently arbitrarily long sequences, 
and zero transitional probabilities in the modeled Markov chain, by using a test, 
backtrack, scale and re-multiply technique, and using the m-estimate of conditional 
probabilities. Results show that the proposed classifier yields a better performance than 
standard classifiers on most datasets used. While, Mukkamala, Sung and Abraham [9] 
demonstrated the use of generic programming approach to build an effective IDS 
system. 

Mill and Inoue [10] propose using the successful Support Vector Machine (SVM) 
learning approach to classify network requests. They use computational experiments to 
explore two factors that influence SVM performance and demonstrate two novel 
approaches, Array SVM and SMO (Sequential Minimal Optimization). Mulay, Devale 
and Garje [11] propose a studying of an algorithm, Tree structured multiclass SVM, 
which has been used for classifying data. Their paper proposes the decision tree based 
algorithm to construct multiclass intrusion detection system. Jha and Ragha [12] 
present a study that incorporates Information Gain Ratio (IGR) and K-mean algorithm 
to SVM for intrusion detection. In purposed framework NSL-KDD dataset is ranked 
using IGR and later feature subset selection is done using K-mean algorithm. 

Omrani, Dallali, Rhaimi and Fatthai [13] investigate the role of machine learning 
approach (ANN, SVM) in detecting a TCP connection traffic as a normal or a 
suspicious one. Their paper combining two classifiers are proposed, where artificial 
neural network (ANN) classifier and support vector machine (SVM) are both employed. 
Their proposed results show that combining ANN and SVM techniques for attack 
detection is a promising direction. Vani [14] propose a very useful review of a recent 
status of efficient Intrusion Detection using Deep Learning techniques. The review 
classifies the Deep Learning models and examines 23 papers in which Deep Learning 
has been efficiently implemented in Intrusion Detection Systems.  

 

3. Our Approach 

There are many Machine Learning algorithms to use for the effective Cyber Threats 
detection and there are a lot of good dataset for training and testing our model for this 
specific task also. Unfortunately, there is no perfect pattern to identify which dataset or 
which algorithm is the best for our jobs. We have approached The Holistic Framework 
of Using Machine Learning for an Effective Incoming Cyber Threats Detection as a 
main guideline for researchers and developers who need a proper framework to conduct 
their experiment and system implementation. This framework is presented as related 
modular boxes. There are four main boxes of Idea (I), Dataset (D), Algorithm (A) and 
Result (R) with a good project management concept (Brain (B)-Learning (L)-Planning 
(P)-Action (A)) as shown in Figure 2.  

 
 



 
 

Figure 2. The I-D-A-R Holistic Framework with B-L-P-A concept and Example Data 

 

3.1. The B-L-P-A Concept 

The B-L-P-A is our concept for effective experiment time management. Brain (B) is 
the most important period of using our brain to cautiously think and design our new 
things in related tasks. Learning (L) is a period of gaining more important knowledge 
which we need to conduct our experiment or project. Planning (P) is a period to plan 
and prioritize every activity in related tasks. Lastly, Action (A) is a period of doing 
experiment (project) time as we have planned in the “P” period before. Then we can 
estimate and control our experiment (project) time productively. 

3.2. Idea (I) 

Key success factor to complete this module is clear and keen vision. We need to learn 
various useful ideas from multidisciplinary knowledge for sharp thinking about the real 
problem we need to solve. It is an important starting point for our experiment or our 
project. If we can specific the right problem with high impact, we can run all tasks 
smoothly without any out-of-scope, lost concentration, work which can generate more 
waste time. So, our input for the “I” module in this paper is “How can we secure our 
life from any Cyber Threat in the next smart world?”. It looks like a big vision. Then 
we can scope down to more technical and specific problem as we need to focus in an 
initial state. Finally, the real problem for our experiment is “How can we improve the 
efficiency of Machine Learning model for the Incoming Cyber Threat Detection with a 
proper framework and algorithm?” 

 



3.3. Dataset (D) 

There are many open sources of Cyber Attack Dataset. We can group them all into four 
main groups as Social Media Related Threat Dataset, Cyber Attack to Ordinary 
Platform (Client-Server and Web Based System) Dataset, IoT Dataset and Industrial 
Control System (ICS)&Critical Infrastructure (CI, SCADA Platform) &Cyber Physical 
System (CPS) Dataset. We gathered most cover information of download link for 
researchers and developers as shown in Table 1. 
 
Table 1. The Dataset Group and Related Resources Links 
 

Dataset Group Details Resources Link 
Social Media 
Related Threats 

UCI Machine Learning 
Repository: Center of Machine 
Learning and Intelligent 
Systems [15] 

https://archive.ics.uci.edu/ml/datasets.html?sort=n
ameUp&view=list 

Cyber Attack to 
Ordinary Platform 

1) UNSW-NB15 Dataset [16] 
2) UNB NSL-KDD Dataset 
[17] 
3) KDD Cup 1999 Dataset [18] 
4) Vizsec Dataset [19] 
5) UCI ML Repository [20] 
6) HCRL Datasets [21] 
7) Aberty Machine Learning 
Group 

1) https://www.unsw.adfa.edu.au/unsw-canberra-
cyber/cybersecurity/ADFA-NB15-Datasets/ 
2) https://www.unb.ca/cic/datasets/nsl.html 
3) http://kdd.ics.uci.edu/databases/kddcup99/ 
kddcup99.html 
4) https://vizsec.org/data/ 
5) https://archive.ics.uci.edu/ml/datasets.html? 
sort=nameUp&view=list 
6) http://ocslab.hksecurity.net/Datasets 
7) https://github.com/AbertayMachineLearning 
Group/network-threats-taxonomy/tree/master/ 
Datasets 

IoT Attack 1) UNSW Bot-IoT Dataset [22] 
2) Aberty Machine Learning 
Group 

1) https://www.unsw.adfa.edu.au/unsw-canberra-
cyber/cybersecurity/ADFA-NB15-
Datasets/bot_iot.php 
2) https://github.com/AbertayMachineLearning 
Group/network-threats-taxonomy/tree/master/ 
Datasets 

ICS&CI&SCADA 
&CPS Attack  

1) Science.gov Dataset [23] 
2) WorldWideScience.org 
Dataset [24] 
3) Industrial Control System 
(ICS) Cyber Attack Datasets 
[25] 
4) Aberty Machine Learning 
Group [26] 

1) https://www.science.gov/topicpages/c/ 
cyber+attack+dataset.html 
2) https://worldwidescience.org/topicpages/c/ 
cyber+attack+dataset.html 
3) https://sites.google.com/a/uah.edu/tommy-
morris-uah/ics-data-sets 
4) https://github.com/AbertayMachineLearning 
Group/network-threats-taxonomy/tree/master/ 
Datasets 

  
 

The UCI Machine Learning Repository, Center of Machine Learning and 
Intelligent Systems has various type of Dataset (468 Datasets) including Social Media 
related attack and Ordinary Cyber Attack data. The University of New South Wales 
(UNSW) has provided an interested most recent Dataset of Ordinary Cyber Attack and 
Bot-IoT Attack. The Hacking and Countermeasure Research Lab (HCRL) has provided 
many interesting specific Datasets such as Car-Hacking Dataset and CAN-Intrusion 
Dataset. While the Science.gov and WorldWideScience,org have provided large 
amount of Cyber Attack related papers which contained a resources link for Dataset 
download. 



In this experiment, we have focused on the Cyber Attack to Ordinary Platform 
domain to test our holistic framework concept. We considered a choice between using 
the most popular Dataset for IDS efficiency improvement researches (KDD Cup 1999 
Dataset, NSL-KDD Dataset) and UNSW-NB15 Dataset which a most recent, modern 
orientation of network traffic and attack scenarios, Dataset for Cyber Attack Detection 
related researches. Finally, we selected the UNSW-NB15 as our Dataset for this 
experiment because it contains more variety of features set. The comparison of KDD 
Dataset and UNSW-NB15 could be shown in Table 2 [27]. 
 
Table 2. The Comparison of KDD Dataset and UNSW-NB15 Dataset 

 
No. Parameters KDD UNSW-NB15 
1 Number of Networks 2 3 
2 Number of Distinct IP Address 11 45 
3 Simulation Yes Yes 
4 The Duration of Data Collected 5 Weeks 16 Hours 
5 Format of Data Collected 3 Types (tcpdump, BSM 

and Dump files) 
PCAP files 

6 Attack Families 4 9 
7 Feature Extraction Tools Bro-IDS Tool Argus, Bro-IDS and 

new tools 
8 Number of Features Extraction 42 49 

 
Key success factor of this “D” module is choosing a proper dataset for model 

training and testing. In addition, one more interesting thing which related to the key 
success factor is consideration of using multi-dimensional Dataset (various data 
sources: e.g. network traffic log, blacklist ip database, server monitor log, etc.) instead 
of using one dimensional Dataset (just network traffic with Threats log) and combine 
them into one complete Dataset by using a merge operation which we will describe in 
section 3.6 “The Final Model for Our Experiment”. 

3.4. Algorithm (A): 

After perform information and knowledge gathering, we found that there are two main 
parts of Algorithm (A) module which we need to concentrate on. First one is Feature 
Engineering, an important part of features selection or features reduction to lead our 
model to concentrate and compute just only the significant features and avoid over 
fitting problem, in addition.  Second one is Machine Learning Algorithm, a main part 
of computation. This part is the main actor for our experiment to identify which 
algorithm is the most proper algorithm (high accuracy with less computation time) for 
our aim (the problem in “I” module).   

The Feature Engineering (FE) is a decisive part for Machine Learning project. It is 
a combination of two main sub-tasks (Data Preprocessing (cleaning and transforming) 
and Significant Features Selection (Key Features Extraction)) [28]. This is a crucial 
step of choosing the right and proper feature set to perform a next step of model 
computing. It likes a way that human being done when they need to predict or make a 
decision for doing something. Human always collect all possible data (Features) related 
to their concern issue. Then, they analyze all data, select just high significant data and 
prioritize them, into a set of “must have information (significant Features)” for next 
operation of making a decision or prediction. Then they can make their decision 



sharply. We apply this concept as the FE technique to ease the difficulty of modeling 
and improve our model performance to be a high efficiency ML model. The workflow 
and position of the FE is shown in Figure 3. 
 

 
Figure 3. The workflow and position of the Feature Engineering 

 
Then the most important question for the FE step is “What is the best Feature 

Engineering Techniques for the most effective Features Selection”. This question is 
hard to answer. Most of researchers point that the Principle Component Analysis 
(PCA) is one of the most popular technique for the FE task. After our deep inspection 
in PCA technique details and compare with the basic idea of human being use, we 
found that “Variance” is a major characteristic of Feature which we need for selection 
process. The Features with low variation could be the significant Features for our 
model. Finally, we have decided to use a low Standard Deviation (SD) threshold 
technique for our FE part because our idea in “I” module, we need to find some simple 
(less complex) technique, as shown in (1) and (2), for all tasks in our experiment to 
reduce the complexity and computational time of our model. 

SD      = (1) 

Where: SD is standard deviation value, X is value of each Feature in considering 
group, X bar is a mean value of considering Feature group and n is number of Feature 
in considering group. 

SFS(i) =   lower or equal selection (SD threshold, SD(i)) (2) 

Where: SFS(i) is Significant Feature Set, SD threshold is specific value from 
model iteration of finding best accuracy and SD(i) is standard deviation value of each 
Feature group. The lower or equal selection function will drop the Feature which has 
higher standard deviation value than the SD threshold value. 

The next main part is Machine Learning Algorithms. As of today, there are a lot of 
Machine Learning Algorithms which match with general purpose and specific tasks as 
shown in Figure 4 [29] and Figure 5 [30]. 



 
 

Figure 4. Machine Learning Algorithms Mind Map 

 

 
 
 

Figure 5. Methods of Machine Learning 
 

As of our idea in the “I” module and characteristic of our selected Dataset in the 
“D” module, we decided to select Classification algorithms like Multinomial Naïve 
Bayes, Support Vector Machine and Deep Learning in our experiment to compare the 
result and reconfirm our assumption that if we manage and organize our framework 
well enough, we can produce an effective model with simple structure and less 
computation time. 

Multinomial Naïve Bayes (MNB) is a well-known and widely used Machine 
Learning, Supervised Learning, algorithm for the Classification tasks. This algorithm 



applies Bayes theorem with an assumption that every feature is independent of the 
others. It is a probabilistic algorithm which calculates all probability of each category 
using Bayes theorem. Then output is the highest probability category [31]. Many 
researchers have used this algorithm for testing their hypothesis and using some 
personal modification techniques to improve an overall performance of their model.  

Support Vector Machine (SVM) is also a popular supervised Machine Learning 
Algorithm which can be used for both of Classification and Regression tasks. The main 
concept of this algorithm is constructing a hyperplane or sets of hyperplanes in a high 
dimensional or infinite dimensional space that used for our classification task [32]. 
There a a lot of sub-algorithms and parameters for consideration to solve linear and 
non-linear problem such as Linear SVM with Hard-margin or Soft-margin or Non-
Linear SVM with set of kernels parameters. 

Deep Learning Algorithm is the most favorite Machine Algorithm for researchers 
and developers now. The root of this highlight algorithm is a Neural Network, 
Artificial Neural Network and Multi-Layer perceptron concept. As of a power of GPU 
computing and High-Performance Computing (HPC) architecture, a set of Deep 
Learning tools become more powerful toolkit for any Machine Learning tasks [33].  
However, this kind of forceful algorithm still need more time for learning their vast 
number of knowledge for an effective model tuning such as a various types of model 
(Unsupervised Pretrained Networks (UPNs), Convolutional Neural Networks (CNNs), 
Recurrent Neural Networks (RNN), Recursive Neural Networks, Long Short-Term 
Memory (LSTM), Autoencoders, Deep Belief Networks (DBNs), Generative 
Adversarial Networks (GANs)), and various type of Activation Functions (Linear, 
Sigmoid, Tanh, ReLU, Leaky ReLU, Softmax, Softsign) [34] [35]. 

We concluded the advantages and disadvantages of our three focusing algorithms, 
MNB, SVM and Deep Learning, as shown in Table 3 [36] [37]. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 



Table 3. The Advantages and Disadvantages of Multinomial Naïve Bayes, Support Vector Machine and 
Deep Learning Algorithms 
 

ML Algorithms Advantages Disadvantages 
Multinomial Naïve 
Bayes 

1) Computationally fast 
2) Simple to implement 
3) Works well with high dimensions 

1) Relies on independence assumption and 
will perform badly if this assumption is not 
met 

Support Vector 
Machine 

1) Performs similarly to logistic 
regression when linear separation 
2) Performs well with non-linear 
boundary depending on the kernel 
used 
3) Handle high dimensional data 
well 

1) Susceptible to overfitting/training issues 
depending on kernel 

Deep Learning 1) Has best-in-class performance on 
problems that significantly 
outperforms other solutions in 
multiple domains. This includes 
speech, language, vision, playing 
games like Go etc. This isn’t by a 
little bit, but by a significant amount. 
2) Reduces the need for feature 
engineering, one of the most time-
consuming parts of machine learning 
practice. 
3) Is an architecture that can be 
adapted to new problems relatively 
easily e.g. Vision, time series, 
language etc., are using techniques 
like convolutional neural networks, 
recurrent neural networks, long 
short-term memory etc. 

1) Requires a large amount of data — if you 
only have thousands of examples, deep 
learning is unlikely to outperform other 
approaches. 
2) Is extremely computationally expensive 
to train. The most complex models take 
weeks to train using hundreds of machines 
equipped with expensive GPUs. 
3) Do not have much in the way of strong 
theoretical foundation. This leads to the next 
disadvantage. 
4) Determining the topology/flavor/training 
method/hyper-parameters for deep learning 
is a black art with no theory to guide you. 
5) What is learned is not easy to 
comprehend. Other classifiers (e.g. decision 
trees, logistic regression etc) make it much 
easier to understand what’s going on. 

 
 

Key success factor of this “A” module is a proper selection of the Feature 
engineering technique and Machine Learning Algorithm which match with 
characteristic of the selected Dataset. We cannot guarantee that our first selection is the 
best one. We need to try it out in the scope of our holistic framework. Finally, we 
found the promising result. 

3.5. Result (R) 

There are just two main result actions when the system could detect incoming Cyber 
Threat, Alert or Action (block, quarantine for further deep inspection, etc.). In this 
paper, we focus on the improvement of model accuracy and computation time. So, the 
result is just alert to human. We will see the result from model which is the first layer 
filter that detects the incoming Cyber Threats. Key success factor for this module is 
related to the keen idea from module “I”. It depends on our design and scope in our 
experiment (project). 

3.6. The Final Model for Our Experiment 

After a circumspect thinking and design by using the I-D-A-R framework with B-L-P-
A concept. Our model can be shown as Table 4 and Figure 6. 
 



Table 4. The Final Model Plan with the I-D-A-R Framework and B-L-P-A Concept 

 
Framework Details B L P A 

Idea (I) 
Problem: “How can we improve the efficiency of 
Machine Learning model for the Incoming Cyber Threat 
Detection with a proper framework and algorithm?” 

7 
Days 

30 
Days 

- - 

Dataset (D) 
Multi-Dimensional Dataset: 
1) UNSW-NB15 
2) Blacklist IP Database 

- 
30 

Days 
7 

Days 
15 

Days 

Algorithm (A) 

Feature Engineering: Standard Deviation Threshold 
ML Algorithms: Result Comparison between: 
1) Multinomial Naïve Bayes 
2) Support Vector Machine 
3) Deep Learning 

15 
Days 

60 
Days 

7 
Days 

30 
Days 

Result (R) Result, Action: Just Alert (monitoring) - - 
1 

Days 
1 

Days 

 

 
 

Figure 6. Our Approach Model using the I-D-A-R Holistic Framework with B-L-P-A concept 
 

We used this framework and concept in our experiment. We planned to spend time 
around 37 days for the Idea (I) module, 30 days and 7 days for Learning (L) and Brain 
(B) respectively. Then we planned to spend time around 52 days for the Dataset (D) 
module as 30 days for Learning (L), 7 days for Planning (P) and 15 days for Action (A). 
After that, we planned to spend time around 112 days for the Algorithm (A) module as 
15 days for Brain (B), 60 days for Learning (L), 7 days for Planning (P) and 30 days 
for Action (A). Finally, we planned to spend time around 2 days for the module Result 
(R) as 1 day for Planning (P) and another 1 day for Action (A). Totally we can estimate 
our experiment time for this paper (project) that we need around 6 and half months 
(203 days) to complete our target. This result can illustrate our skill in many 



dimensions such as knowledge, design skill, planning sill, and management skill (We 
consumed a long time of experiment because we need to learn more important 
knowledge of Machine Learning Algorithms). We expect that we can certainly reduce 
our ML related experiment time in the future because we already have a precious basic 
knowledge as a strong foundation. 

For our final model, we used the UNSW-NB15 Dataset as a Crime-Scene Dataset 
(CS DS: one dimensional Dataset: network traffic log with Threats log) and created our 
own Attacker Dataset (A DS: Another dimension of Data Sources: like a Blacklist IP 
Database in the real world). Then we performed an operation “Merge” both of these 
Datasets into one Multi-Dimensional Dataset (M DS) (compare blacklist IP in A DS 
with source IP in CS DS and add another Features as “Blacklist IP” with value “1” if 
they are matched, and add value “0” if they are unmatched). The UNSW-NB15 has 
around 2.5 million log records, we split it into 1.27 million records to be a Training 
Dataset and another 1.27 million records to be a Testing Dataset, and we performed the 
same process of building M DS of both Training and Testing Dataset.  

Then we use this M DS (Training DS) as a Training Dataset to train our ML model 
and using M DS (Testing DS) as an evaluation process to find the result of our model 
accuracy and F1 score. First time, we used all Features to evaluate the base line result. 
Ten we iterated our process of the Feature Engineering by using the Standard Deviation 
Threshold for Significant Features Selection. We perform this process until we found 
the best result of our model accuracy and F1 score, then the computation process will 
stop and show the result. We repeated all of these processes with our 3 main Machine 
Learning Algorithms as Multinomial Naïve Bayes, Support Vector Machine (SVM) 
and Deep Learning respectively. Finally, we found some interesting points in our 
experiment result. 

4. Experiment in More Details and Result 

We applied the I-D-A-R framework with B-L-P-A concept in our experiment. Our 
system and environment for doing this job is shown as Table 5. 

 
Table 5. The experiment system and environment 
  

Components Details 

Computer Laptop 

1) CPU: Intel Core i7-6700HQ (4 Cores 8 Threads) with L3 Cache 6MB 
2) Main Memory: DDR4 333 MHz 16GB 
3) Hard Disk Storage: M2.SSD 256 GB 
4) GPU: NVIDIA GTX1060 DDR5 3GB Pascal Architecture GP106-300-A1 
CUDA, CuDNN Support 

Python Programming 
Language 

Anaconda Inc., Python version 3.6.7 

Multinomial Naïve Bayes 
Library 

Scikit-laern 0.20.1, class sklearn.naive_bayes.MultinomialNB  
(no GPU computing) 

Support Vector Machine 
Library 

Scikit-laern 0.20.1, class sklearn.svm.SVC (no GPU computing) 

Deep Learning Library Keras version 2.2.4 (no GPU computing) 

Datasets 

UNSW-NB15 Dataset with 2,540,044 records (2,218,761 records as normal 
traffic and 321,283 as attack records) and 10 Types of traffic record 
1) Normal 2) Fuzzers 3) Analysis 4) Backdoors 5) Dos 6) Exploits 
7) Generic 8) Reconnaissance 9) Shellcode 10) Worms 
We split 1,270,022 as Training Dataset and another 1,270,022 as Testing 
Dataset 



 We used the UNSW-NB15 as our Dataset for this experiment (2,540,044 
records (2,218,761 records as normal traffic and 321,283 as attack records), splitting 
1,270,022 as Training Dataset and another 1,270,022 as Testing Dataset). This Dataset 
is a raw network packets which was created by the realistic traffic generator tool in the 
Cyber Range Lab of the Australian Centre for Cyber Security (ACCS) for generating a 
hybrid of real modern normal activities and synthetic contemporary attack behaviors 
[16] that could be shown in the Figure 7. 
 

 
 

Figure 7. The UNSW-NB15 Dataset Testbed [16] 
 

The 100 GB raw traffic (e.g., Pcap files) was captured by utilizing a Tcpdump 
tool. This dataset has nine types of attacks, namely, Fuzzers, Analysis, Backdoors, DoS, 
Exploits, Generic, Reconnaissance, Shellcode and Worms with totally 49 features with 
the class label [16]. In the real CPS world, we can use this useful pattern to design a 
way to collect real-time traffic (normal traffic and malicious traffic) to be used as our 
Dataset for training, testing and implementing the effective IDS system.  

4.1. Our Experiment in More Details 

Our experiment plan and steps in more details are: 
1. Download Dataset and perform data preprocessing process (cleaning, find 

N/A and fill N/A records).  
2. Transform raw data into numerical Features set by using Label Encoding 

technique. 
3. Analyze all Features characteristics to find some interesting points. From this 

process we found that most of significant Features, which affect to model 
performance, have a small variance value. (low standard deviation values) 



4. Train our model with all Features Dataset and evaluate them to find a baseline 
result, model accuracy and F1 score. 

5. Use our Feature Engineering technique, Effective Significant Features 
Selection (ESFS) by using the standard deviation threshold concept (Features 
with higher standard deviation values compare with the threshold value will 
be dropped). Then the well-modified Dataset will be ready for Training and 
Testing process. 

6. Train and Test our model with the new well-modified Dataset and iterate step 
4 – 6 (standard deviation threshold value will be increased by 1 for every 
repeating loop) until the model found the best result of the model accuracy 
and F1 score. 

7. Done step 4 to step 6 for all of our focus ML Algorithm (Multinomial Naïve 
Bayes, Support Vector Machine and Deep Learning). For SVM and Deep 
Learning Algorithm we need more fine-tuning step such as kernel tuning for 
SVM and activation function tuning for Deep Learning. 

8. Test all steps again with Multi-Dimensional Dataset concept (M DS: UNSW-
NB15 Dataset merge with Blacklist IP Dataset (CS DS merge A DS into M 
DS)). 

9. Compare all result and write a conclusion. 
 
From all of 9 steps above, we can design our experiment into 6 main scenarios as 
followings:  
1. Binary Prediction (Detection of Attack or Normal State): 

1.1 Multinomial Naïve Bayes for Binary Classification and 
Prediction. 
1.2 Support Vector Machine for Binary Classification and Prediction 
1.3 Deep Learning for Binary Classification and Prediction 

2. Category Prediction (Detection of 10 States: 1 Normal and 9 Attack 
Categories) 

2.1 Multinomial Naïve Bayes for Binary Classification and 
Prediction. 

2.2 Support Vector Machine for Binary Classification and Prediction 
2.3 Deep Learning for Binary Classification and Prediction 

 

4.2. Experiment Result 

After testing all scenarios, we found the result as the followings, Table 6 and Table 7. 
 
Table 6. The Result of all Binary Prediction (Detection of Attack or Normal State) Scenarios 
 

ML 
Algorithms 

Score 
All 

Features 

ESFS 
Model 1 
(SD<=1) 

ESFS 
Model 2 
(SD<=5) 

ESFS 
Model 3 

(SD<=10) 

ESFS  
Model 5 

(SD<=100) 

ESFS with  
M DS  

(SD <=1) 
Model 

Average 
Computation 

Time 

MNB 
Acc 63.35% 97.42% 83.27% 66.48% 56.06% 98.90% 10 

Seconds F1 0.642 0.974 0.846 0.694 0.590 0.989 

SVM 
Acc Error Error Error Error Error Error 

Error 
F1 Error Error Error Error Error Error 

Deep 
Learning 

Acc 80.41% 97.62% 99.98% 98.12% 96.54% 99.98% 8 Minutes 
(steady sate in 

300 Epoch) F1 0.812 0.976 0.999 0.984 0.966 0.999 



Table 7. The Result of all Category Prediction (Detection of 10 States: 1 Normal and 9 Attack Categories) 
Scenarios 
 

ML 
Algorithms 

Score 
All 

Features 

ESFS 
Model 1 
(SD<=1) 

ESFS 
Model 2 
(SD<=5) 

ESFS 
Model 3 

(SD<=10) 

ESFS 
 Model 5 

(SD<=100) 

ESFS with  
M DS 

(SD <=1) 
Model 

Average 
Computation 

Time 

MNB 
Acc 60.24% 92.76% 77.88% 79.67% 78.22% 93.48% 12 

Seconds F1 0.668 0.899 0.804 0.794 0.792 0.917 

SVM 
Acc Error Error Error Error Error Error 

Error 
F1 Error Error Error Error Error Error 

Deep 
Learning 

Acc 78.90% 92.98% 92.95% 91.40% 89.92% 92.98% 10 Minutes 
(steady sate in 

300 Epoch) F1 0.792 0.931 0.929 0.916 0.899 0.929 

 
For more information of result consideration, the numbers of Features when we 

perform the Effective Significant Features Selection (ESFS) process with significant 
Standard Deviation value threshold steps are shown as the followings: 

1. All Features for the Binary Prediction Testing is 48 (49 dropped 1 of “Attack” 
Label). 

2. All Features for the Category Prediction Testing is 47 (49 dropped 2 of “Attack” 
Label Feature and “Attack Category” Label Feature). 

3.  Number of Features when ESFS, SD <= 1, is 6 Features. 
4. Number of Features when ESFS, SD <= 5, is 12 Features. 
5. Number of Features when ESFS, SD <= 10, is 20 Features. 
6. Number of Features when ESFS, SD <= 100, is 27 Features. 
 
From the overall result we found that we face some technical problem when trying 

to compute SVM algorithm with a large amount of Dataset records and cannot 
complete the computation task. We also found that the Feature Engineering technique 
still important for both of MNB and Deep Learning algorithms. This technique can 
boost all model’s performance when we compare with the performance of using all 
Features (disable FE technique).  

Deep Learning Algorithm seems to be a good algorithm for both task of Binary 
Detection (Attack or Normal) and Attack Category, Multi Category, Detection with a 
good result of model accuracy and F1 scores. This powerful algorithm could generate 
the nearly perfect performance, Acc 99.98% and F1 0.999, when it performs as Deep 
Learning ESFS model 2 (SD <=5), and Deep Learning ESFS-M DS model (SD <=5) 
for the Binary Detection task. And still perform well for the Multi-Category Detection 
task, Acc 92.98% and F1 0.931, when it performs as Deep Learning ESFS model 1 (SD 
<=1), and Deep Learning ESFS-M DS model (SD <=1). However, there is some 
interesting point of this algorithm. The Multi-Dimensional Dataset concept cannot 
boost model performance, and It need more computational time for training model to 
be reached the steady state (around 300 Epoch, 10 Minutes). Last but not least, 
Multinomial Naïve Bayes seems to be the most proper algorithm for our mission when 
we consider the acceptable performance and their computational time, MNB ESFS-M 
DS (SD<=1) model : Acc 98.90% and F1 0.989 with 10 seconds of Computational 
Time for the Binary Detection tasks, and  MNB ESFS-M DS (SD<=1) model : Acc 
93.48% and F1 0.917 with 12 seconds of Computational Time for the Multi-Category 
Detection tasks. Lastly, from the holistic I-D-A-R framework with B-L-P-A concept, 
we planned to use 203 days to complete our mission while the real number of days that 
we used to achieve our target is only 189 days.  



5. Conclusion and Future Works 

The holistic framework, Idea-Dataset-Algorithm (I-D-A-R) and Brain-Learning-
Planning-Action (B-L-P-A) concept, is an effective framework for us to manage and 
control our project timeline. It could help us a lot for planning and establishing well 
organized experiment. Moreover, we can focus on a key success factor of each I-D-A-
R module that could make us found the simple (less complexity and less computational 
time) solution for an Effective Incoming Cyber Threats Detection task. We can use this 
framework and concept to design the most effective IDS system as a first-tier filter of 
our precious network to screen the malicious traffic as much as we can. As the most 
proper solution is not a model which could generate the best score. We need to balance 
weight of best score performance and its computational time because we will find a 
situation of very rapid change of everything in the next smart world.  

Deep Learning algorithm is a good toolkit for researchers and developers to build a 
perfect system. However, it is not a silver bullet for every solution. The simple but 
smart techniques like the Features Engineering, Multi-Dimensional Dataset and 
Multinomial Naïve Bayes can be the effective solution for Cyber Threats Detection 
task which need the fast computation algorithm, less time for learning and fine tuning.  

There are a lot of Machine Learning Algorithm knowledge, Feature Engineering 
Techniques that we need to learn and dig into more detail and doing more experiment 
to clarify their real characteristics and their abilities deeply. Finally, we will have a 
large knowledge bank as a very useful toolkit for us to implement the most effective 
solution for Cyber Threats Detection/Protection to secure our life perfectly in the next 
smart CPS world.  
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